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SafeConsole Overview

SafeConsole enforces full and granular USB management control over an organization’s
SafeStick secure USB flash drives and enables a host of productivity features. All features can
be turned on or off and configured granularly on each user group’s SafeStick drives.

Configuration overview
Available for Administrators and Managers.

Here you will find each configurable SafeStick feature sorted in categories. The features that you may
configure depend on your SafeConsole license.

SafeConsole Editions Intro (1) Enforce (E)  Enforce&Enable (E?)
Main Features

Password policy X
Timer lock

Public server X
Lost drive management

User information

Password recovery

X X X X
X X X X X X

x

Usage Features

Autostart application

Certificate carrier

EasyShare

FlashID X
Instant web login

ZoneBuilder

X X X X X X

System Tools Features

Backup

File blocker X
File logger X
Publisher

X X X X

Standalone Features
LockOut (port control) X X

When SafeConsole is first launched, there will be one default configuration for each feature. This
configuration is applied to the entire domain.

Create a new configuration by clicking “Create configuration”.

To edit a configuration, double-click on a configuration or click “Edit configuration” in the
configuration panel. This will display dialogue with all options available for the feature. All optional
features may be restricted to the local area network by selecting “Only enable within trusted zone”.

Assign configurations to OU’s by drag-and-dropping them from the far right panel to the middle
panel. Each OU will show up in the middle panel once assigned to the configuration. You can drag-
and-drop as many OU’s as you like to your new configuration.

When you assign a configuration, it will be applied to all child OU’s as well. If you unassign a
configuration from an OU, or delete its configuration, it will fall back on the configuration of its
parent.
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N - N Change language -
GeJE 2 safeConsole® ENFORCE & ENABLE
Main menu «| | B Main || = Usage || B System tools = ,‘_.j:‘}bloc:kmaster.local
=]|Users
Configuration overview - 1. Password policy || 2. Timer lock || 3. Public server || 4. Lost drive management || 5. User inl = gstnckholm
Set and manage configurations. = Create el :_:=| Domain Contrallers
Organisational overview + § R R : =] Computers
Configuration Drag OU's here to assion the selected configuration -
- - ] Lund
Safestick overview + .
§ characters, one digit (1), one upper casze | =testing
Audit SafesStick usage + =] summit
Installed certificates +
License +

»

Organisational overview
Available for Administrators and Managers.

This view allows you to see where and how many SafeStick drives have been deployed and whether
they are updated to the current configuration. You can also find the configuration set for a specific
OU and make adjustments to that configuration.

If you edit the configuration of an OU that uses the same configuration as another OU from this view,
you will be asked whether to:

e Changeall
e Change this and children

If you choose to change all, the edit will have the same effect as editing the configuration from
“Configuration overview”, and if you choose to change only this and its children, a new configuration
will be created and assigned to the selected OU. .

GeJE2 safeConsole® ENFORCE & ENABLE Chence lanauane =
Main menu “ou SafeSticks  Upto date Users Updated configurati
Configuration overview + =3 blockmaster local 7 0of 7 (0%
Organisational overview - = users 4 Oof 4 (0%)
See which configurations are active on =] stockhoim o
specific organizational unitz. =] Domain Controllers i)
SafeStick overview + = Computers o
Audit Safestick usage + @ ] Lund 2 0 of 2 (0%:])
Installed certificates + = testing 0
License & =] summit 1 0of1(0%)
blockmaster.local /Lund
Type & Configuration
Uzer infarmation dizabled (default) -
Autostart application notepad {login-path Hserial } (defaul)
Backup path to the backup directory, Wblockmaster-sercommoniSafeStickBackup (default) 3
Public server allowy connections from outside of the organisation (default)
Cerificate carrier allowy SafeSticks to carry cedificates (default)
EazyShare™ require st least 4 characters in the password (default)
File blocker dizabled (default)
Flazhil dizabled rdefaul S

»
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SafeStick overview
Available for Administrators, Managers and Support staff. Not available in SafeConsole Intro edition.

Find SafeStick drives by a filtered search and remotely disable, factory reset or mark them as lost. You
can also perform a remote password recovery of a SafeStick drive and recover data to a new SafeStick
drive.

Please note that in order to see any SafeStick drives, you must first perform a search. If you leave the
search field empty, all SafeStick drives will be listed.

e Select “Mark as lost” to make SafeStick display a message every time it is inserted into a
computer connected to the server. You may configure this message using Lost drive
management.

e Select ”Disable” to set the number of allowed log-in attempts to zero, thereby preventing the
user from unlocking SafeStick. If Password recovery is disabled, the encryption keys used to
encrypt data on SafeStick will be destroyed, and the data will be irretrievably lost, but if it is
enabled, you may recover the data by using Password recovery.

e Select “Factory reset” to simply reset SafeStick as soon as it is used and also erase all
information on the drive. This has the same effect as selecting “Reset” from the “Actions”
menu in the SafeStick application. If the user does not have the required privileges to reset
SafeStick, it will instead be disabled and require a complete reset to be usable again.

When SafeStick is factory reset, it will not be visible in SafeConsole® anymore and it will not be
considered a part of the organisation.

If a lost SafeStick drive is inserted into the registered owner's account, the status will be restored
automatically, since the drive will be considered found again. This will minimise support costs and
avoid accidental resets of user SafeStick® drives.

C.Ez SafeConsole® ENFORCE & ENABLE change nguage g
Main menu || Fitter by firmevare version w | Fitter by status v admin| R 5
Configuration overview 1 Serial Cravner Firmware version  Status Last used
Organisational overview +11 070007930CE20081 blockmaster localUsersidministrator 400 inuse den 1 december 20
Safestick overview — || 070007950B550004 hlockmaster locallJzersiAdministrator 4.00 inuze den 20 november 2
Remotely reset or dizable SafeSticks, 070007 990EAAFCAS007S hlockmaster locallJzersiAdministrator 4.00 in use den 24 november 2

or mark them 2 [ost. O70007990EA AFCIS0076 blockmaster JocalUsersiddministratar 400 in use den 19 noverher 2
Audit SafesStick usage +

Installed certificates +

License +
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Audit SafeStick usage
Available for Administrators, Managers and Support staff. Not available in SafeConsole Intro edition.

Search and export complete audit logs of SafeStick usage and file transfers. The audit logs available
vary depending on the features enabled.

(JE? SafeConsole® ENFORCE & ENABLE Change language |
Main menu 44| | Filter by: |Uszer or computer Mezzage From date 4| To date 9 L Search JL'J Download logs
Configuration overview *11{ Time - Computer Uszer Message
Organisational overview 1] Tue, 01 Dec 2009 14:24:18 GMT  MANAGEMENT MANAGEMENT A ndlers logged out o
Safestick overview + Tue, 01 Dec 2009 11:46:16 GMT  MAMAGEMENT MANAGEMENT Anders deleted file Systerinsage. fog
Audit Safestick usage - Tue, 01 Dec 2009 11:46:14 GMT - MANAGEMENT MAMAGEMENT AN = logged out 3
Ludit file transters and other Safestcr || Tue, 01 Dec 2008 09:52:08 GMT  MANAGEMENT MANAGEMENT AN S deleted file Apphications\Do not fo
usage. Tue, 01 Dec 2009 09:52:08 GMT  MAMNAGEMENT MANAGEMENT A Rder s deleted file Applications\Shared ¢
Installed certificates + Tue, 01 Dec 2009 09:52:03 GMT  MAMAGEMENT MANAGEMENT Anders deleted fie Applications\Shared o
License + Tue, 01 Dec 2009 09:52:03 GMT  MAMAGEMENT MANAGEMENT Anders deleted fie Applications\Shared o
Tug, 01 Dec 2009 09:52:06 GMT  MANAGEMERNT MAMNAGEMENT WA Nders logaed in
Tue, 01 Dec 2009 09:11:16 GMT ~ MOSES-DESKTOPR blockmaster localLundidevelopmentMHenrik Palmér logged out
Tue, 01 Dec 2009 09:11:01 GMT ~ MOSES-DESKTOR blockmaster localLundidevelopmentMHenrik Palmér deleted file Safe Console Configun
Tue, 01 Dec 2009 09010057 GMT - MOSES-DESKTOP blockmaster localiLundidevelopmentMHenrik Palmér created file Safe Coksole Configur
Tue, 01 Dec 2009 09:10:36 GMT ~ MOSES-DESKTOPR blockmaster localLundidevelopmentMHenrik Palmér logged in
Tue, 01 Dec 2009 09:10:33 GMT ~ MOSES-DESKTOR blockmaster localLundidevelopmentMHenrik Palmér created file Applications\Shared «
Tue, 01 Dec 2009 09:10:32 GMT  MOSES-DESKTOP blockmaster localiLundidevelopmentMenrik Palmér crested file Appiications\Shaved «
Tue, 01 Dec 2009 09:10:30 GMT ~ MOSES-DESKTOR blockmaster localLundidevelopmentMHenrik Palmér created file Applications\Shared «
Tug, 01 Dec 2008 09:10:29 GMT  MOSES-DESKTOP blockmaster localLundidevelopmert/Henrik Palmér created file Applications\Do not i
Tue, 01 Dec 2009 05:44:40 GMT ~ MOSES-DESKTOPR blockmaster localLundidevelopmentMHenrik Palmér logged in il
Page 1 ofsz b Bl Displaying log entries 1 to 100 of 6137

®

Installed certificates
Available for Administrators. Not available in SafeConsole Intro edition.

Manage the installed certificates that are used by Password Recovery and optionally ZoneBuilder and
Certificate carrier.

When installing new certificates, use standard DER or Base64 encoded X509 certificates or PKCS12
files.

To add a certificate, press “Add”, click “Browse...” and select the certificate file. If a PKCS12 file is
used, supply the password in the password field.

If the certificate is to be used for password recovery, a certificate with a 1024-bit private key is
required, and you must supply it as a PKCS12 file, since the private key is required.

License
Available for Administrators, Managers and Support staff.

Displays the number of used licenses and the license expiry date. Administrators can install and
upgrade the license.

System log messages

At the bottom of the SafeConsole interface, actions taken by a SafeConsole user are logged and
available for export.
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Main Features

Password policy

You can set the password complexity requirements on SafeStick. It is also possible to enforce
password changes for a specific number of log-ins or days.

Password policy M

Apply & configuration template |

Minirnurm password length: 3
Lse digit (1): [l
Llze uppercase letter (47 Fl
Lize lowercase letter (al: [#]

Lz special character (#7: [l

Enforce password expiry
After logins:
After days: 30

Ifyou da not specify a value for any ofthese fields, they will not affect the password expiry.

Ol's uzing this configuration -

hlockmaster lacal

[f‘ Apply I [Reset ] [Cancel I

User-visible effects upon password policy change

When the password complexity requirements are changed, all SafeStick users who have passwords
that are not compliant with the new policy will be forced to change their password on their next log-
in.

Password policy cannot be disabled, as having a password policy is mandatory for SafeStick.
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Timer lock

Timer lock automatically locks down SafeStick drives if they are left unattended in a computer after a
given time interval. This time interval is configurable in minutes. When the timer lock is not centrally
configured, users may configure the timer interval themselves.

Timer lock ¥
Apaly a configuration template | w
[¥] Configure automatic lock centrally

[¥] use timer lock

Timeout (minutes); g5
Display warning dialogue 10
(seconds);

« | Description

The tirmer starts counting dowen when mouse and kevhoard are inactive, and there is no file
access to SafeStick.

Ol uzing this configuration -

hlockmaster local

[,;7 Apply ] [Reset I [Cancel ]

User-visible effects

When the timer lock is activated, all users will get a warning screen after a specified period of
inactivity on their computers.
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Public server

When you install SafeConsole, the configuration program generates an SSL certificate and an Active
Directory template that directs SafeStick drives to look for SafeConsole. By default, the server name is
the name of the computer on which SafeConsole is installed.

Within the local area network, this name can be used to connect to SafeConsole, but from the
outside it will probably be unknown to DNS’es. The public server configuration allows you to specify a
public address that can be used anywhere in the world. This allows you to remotely reset or disable
SafeStick drives anywhere.

You may also migrate SafeStick drives to a new server. If you install SafeConsole on a different
computer, you can specify the address to it, and its SSL certificate. In order to select the certificate,
you must first install it in the “Installed certificates” view.

Public server ¥

Apply a configuration template | »

Allow connections from outside [7]
of the organisation:

LIRL: hittps: f frocos: 8443/ safestick
Redirect to LRL: hittps:f fabc: 8443/ safestick
Replacerment S5L certificate: ch=abc v

« | Description
Specify the LRL that SafeStick should use for access to the semver from outside ofthe
company netwark in the form hffpsdsenersafesticl.

[fyou specify a redirect LIRL, SafeSticks will connect to that server instead. When all
SafeSticks have received the new configuration, vou may safely turn off and uninstall this
SafeConsole.

Oz uzing thiz configuration -

hlockmaster local

W Apply ] IReset I [Cancel ]
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Lost drive management

If a SafeStick has been lost, a message is displayed. If you do not specify a message in Lost drive
management, the default “This SafeStick has been reported lost or stolen” will be displayed,
translated to the language that the SafeStick program uses.

If you select “Require SafeSticks to connect to SafeConsole periodically”, the status of SafeStick drives
will automatically be updated when they have not connected within a certain number of days.

Please note this feature uses the clock on the local computer, so it is possible to work around it by
changing the system clock.

Lost drive management b
Apply & configuration template | w

Lost drive ressage:

| Require Safesticks to connect to SafeConsole periodically

Maxirnurn nurmber of days ]
without contact:

Set the status to: lost W

= | Description

Specify the message to be dizsplayed when a SafeStick that has been marked as lostis
used.

Ol'=s uzing this configuration =

hlockmaster lacal

[;f’ Apply ] [Reset ] [Cancel ]
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User information

You may enable User information to have users enter information about themselves, and to
optionally have this information displayed in the “About” page of the SafeStick application.

To use this feature, show the information on the “About” page and enter the name of the token
enclosed in curly braces.

The text displayed in the “Description” field will be displayed to the user, and the value they enter will
be stored in a token with the specified name. When entering the name, you may use the following
special characters as the first letter:

e “?”:The user will not have to specify a value for this token.
e “@":The user must enter a valid e-mail address.

Strip these special characters when referencing the tokens in the about text. You may also use the
tokens when configuring the Autostart application and Publisher.

In addition to the tokens specified here, the following tokens are always available:
e serial: The serial number of the SafeStick.
e store-path: The file system path to the storage volume.

e login-path: The file system path to the login volume
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User information

[¥] Enable User information

Only enable within trusted
zone;

shout text:

Token 1
Mame: | @e-rail

Token 2
Token 3

« | Description

SafeConsole®

o

Apply a configuration template

Please send an e-mail to {e-rmail if you find it,

Description: | Enter e-mail address}

The token description is used as a short explanation anwhat the user should enter into the

field.

The token name enclosed in curly hraces—{token namel—is what vou use to access the

entered values.

|n addition to the tokens specified here, vou may use all tokens mentioned in the
description of Auwostart application.

The tokens may be be used inthe about fext ahove, inthe command line to Awtostarnt
amlication and in the Pubiisherini files.

Ol's ysing this configuration -

hlockmaster locallLundidevelopment

I & Apply ] [Reset ] [ Cancel ]

SafeConsole interface when configuring User information.
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Password recovery

By activating password recovery, it is possible to reset lost passwords by using a challenge response
scheme. The actual password recovery procedure is performed in the SafeStick overview.

If you specify a support e-mail address, an e-mail link will appear in the SafeStick application that,
when clicked, generates a pre-filled password recovery request. You may specify the subject of this e-
mail to be able to create mail filters specifically for password recovery requests.

Scenarios when using Password Recovery can be helpful:
e A SafeStick password has been forgotten.

e A company-issued SafeStick drive has been found, and the information on the drive or the
owner's identity must be recovered.

Password recovery ¥

Apply & configuration template [
[¥] Enable Password recovery

Oy enable within trusted

zorne;
Certificate: passvord recovery certificate w
Support e-rnail address: support@blockmaster . se

Support telephone nurnbet:

Subject of password recovery | Passwaord recovery for {serialk
e-mail:

Ack sers for their e-mai
address:

= | Description
[f e-mail addresses are not stored in the Active Directory for these users, vou may ask
uzers ta manually enter therm.

This ensures that SafeConsole will know which e-mail address to use when replying to a
password recovery reguest.

You may use any tokens specified in Awostart apoiication and User information in the
password recovery e-mail subject.

Qs uzing this configuration -

hlockmaster local

l o Apply ] [Reset ] lCanceI ]

User-visible effects

The menu item “Forgot password” will be added to the “Actions” menu. When this menu item is
clicked, the support information specified will be visible along with the recovery code.
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Performing a password recovery

To respond to a password recovery request, go to the SafeStick overview and search for the specific
SafeStick. You may search either by the name of the owner or by a SafeStick serial, but please note
that you must find the correct SafeStick.

When you have found the correct SafeStick, select it and click “Recover password”. When you paste
the password ID code in the window, the PUK code will be displayed if the password ID code is
correct. If the user’s e-mail address is known to SafeConsole, it will be displayed as well.

: admin gol Restore status E:;]] Mark as lost j Disable (5 Factory reset | Recower data Recover pass

Firmwrare version  Status La
ster locallsersisdministr atar 4.00 in use e
ster localUsersisdministratar 4.00 in uze de
ster localUsersisdministratar 4.00 in use de
ster localUzersiidministratar 400 inuse e

Enter the Password ID code supplied by Administrator *®
MYQL-LGESW

Send the PUK code to the user

E-mail address: user@blockmastersecurity com

Recovery code: J4cESTv|EqRMBFtidypHA==

Close

SafeConsole interface when performing the password recovery.
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A\ SafeStick® 4.0.0 (F) [
Actions  Help
- ]
Get a new password J \

Your password hint:
Unlock attempts left: 17

L Please contact support and state yvour password ID.
2. Wait for your response codle,
3. Enter your response code below,

Mone of your files will be lost.

How to contact your suppart:
support@blockmaster.se

Your password ID (all characters below):
HYQL-LGEW

Enter the response code:

J4cESTVIEQHINBF thcky pHA = =

e e

SafeStick Interface when the Action menu item “Forgot password” is clicked.

The user enters the response code and is then allowed to set a new password. When this new
password is entered to unlock SafeStick, the user will again have access to the stored files.
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Usage Features

Autostart application

SafeStick always overwrites the autorun.inf file from the encrypted storage volume to protect against
autorun viruses. You may specify a trusted command to run instead.

In combination with Publisher, this can be used to automatically start, for example, a portable anti-
virus program.

Autostart application ¥

Apaly & configuration template | w»

Cornrmard: {store-pathtapplications! Clarna sy ClamayPortable, exe
= | Description
Specify the command to execute when SafeStick is unlocked. You may insert special
tokens inthe command. These are:

fusar-naimel the name ofthe owner of the SafeStick
{serigl}: the serial number ofthe SafeStick
flogir-patid: the path to the fogin volume.
{atore-pathl: the path to the storage vollime

Oz uzing this configuration -

hlockmaster lacal

[(_".-7 Appky ] [Reset ] [Cancel ]
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Certificate carrier

SafeStick drives may be used to carry certificates used for signing or encrypting documents, or access
protected resources. These certificates will be available when SafeStick has been unlocked, and will
be removed without a trace when SafeStick is locked or unplugged.

If you do not want to give the users control over which certificates to import, you may install a CA
certificate from “Installed certificates” and choose to automatically import its issued certificates. By
doing that, SafeStick will look for matching certificates when it is initialised, and import only those.

Certificate carrier ¥

Apply & configuration template | w

[¥] Enable Certificate carrier

Oy enable within trusted
zone;

Autornatically import certificates | Mone
issLed by:

« | Description

Certificate carrier allows a user to always carry a certificate along. When SafeStick is

unlocked, the user will be ahle to import the cedificates to the systemn, and when SafeStick
is locked they will be removed.

[fyou select a cedificate abave, all cedificates issued by that ane with a correspaonding
private key are impoarted to SafeStick, and the userwill not be able to manage them,
otherwise the user will have to manage them manually.

Ol's using this configuration -

blockmaster local

l o Bpply ] [Reset ] [Cancel ]
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EasyShare™

To allow SafeStick users to quickly share a few select files without having to give away their
passwords, you can enable EasyShare. The shared files will be protected with a temporary password.

Note that these files are not hardware encrypted but stored in encrypted form outside of the file
system. You may want to restrict EasyShare to the trusted zone.

A log message in the “Audit SafeStick” view is generated for every file that a user shares with
EasyShare.

EasyShare™ ¥
Apply & configuration template fw
[¥]|Enable EasyShare™

Oy enable within trusted
zone;

Minirnarm password lengths 4

= | Description

EasyShare™ allows a user to tempaorarily share files with others without having to give
away their passwaord. The files are encrypted, but they are not stared an the protected
volume of SafeStick,

OU's uzing this configuration -

hlockmaster lacal

I & Bpply ] [Reset ] [Cancel ]
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FlashID

FlashID is a two-factor authentication solution from Deepnet Security. The portable one-time-
password (OTP) software must be purchased separately from a Deepnet Security reseller.

FlashID ¥

Apply a configuration template | w
[¥] Enable FlashID

Oy enable within trusted
zone;

UMC path to FlashID.exe: W hlockraster-ser cormmmonFlashIDFlashiD, exe

= | Description

FlashlD} generates PIMN codes for one-time use. You must specify where to find the FlashiD
application ... Wservehshareywatidofizshic exe).

Oz uzing this configuration -

blockmaster local

I-,_.//' Apply I [Reset I ICanceI I
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Instant web login

This function enables a shortcut to a web service for SafeStick users. The shortcut will be displayed as
a button as soon as the users have unlocked SafeStick. When they click the button, a browser window
will be launched and they will be instantly logged in to the web service with their user name and
password.

Instant web login ¥
Apply & configuration template | w
[¥] Enable Instant web login

Oy enable within trusted

zone;
RL: bttp: f fweebrnail railtrust, comflogin. php
Pararmeters: hiostname=railtrust.comBuser_name={username &fake.

[fyou are uncertain about the parameters to use, SafeConsole may tn to Quess them if
provided with the URL of the login page.

webmal maitrust,.com ol

4 | Description

Instant wieh login allows a user to automatically log in to 3 web mail account.

SafeStick needs to know the server address and the parameters to post. {Wsername} is
replaced by the user's log-in name, and {passworcd by the password. For an Exchange
senver, the parameters are fags=0&destination=hitnsFaenerexchangeflserhaime=
fusernameal&password={passward.

QU= using this configuration -

blockmaster local

I-ﬁ“ Apply I [Reset I ICanceI I

Configuration of instant web log-in

If the computer on which SafeConsole is installed is connected to the Internet, the easiest way to
configure Instant web login is to enter the URL to the login page in the lower field and click the search
button. By doing so, SafeConsole will parse the login page and find its required parameters.

If the computer is not connected to the Internet, you will have to specify the parameters yourself.

The first field is the URL to your web service, which is the target page for authentication of the web
service. If you do not know the target URL, you can retrieve it by viewing the HTML source on the log-
in page for your web service. You find the target URL by locating the <form> tag and copying its
method attribute. Please remember that you probably will find a relative URL, which you must make
absolute before entering into SafeConsole.

The second field holds parameters to send to the web service while logging in. Again, if you don't
know what parameters should be sent, you may retrieve them by viewing the HTML source on the
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log-in page. The parameters are all in <input> tags. You can then insert each parameter in the second
field in the form parameterl=valuel&parameter2=value2.

The user name value and password value for the end user in the parameters should be replaced by
{username} and {password}.

If you leave out the user name and password, the user will not be prompted to enter credentials
when you activate the service. The shortcut will then only function as a link to a website with the
provided URL.

Setting up instant web log-in to your local Exchange

By default, the instant web log-in parameters are correct for a standard Exchange OWA access. You
need to provide the server URL for your organisation in the URL field.

In the parameters field, fill in the destination parameter to correspond to your server.

User-visible effects upon configuration change

Once the service is activated, the user will be prompted to enter credentials for the web service on
his or her next login. These credentials will be encrypted on SafeStick.
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ZoneBuilder

ZoneBuilder allows end users to unlock SafeStick without entering their passwords, by instead

associating the SafeStick with their Windows user account. This heightens user acceptance and makes
everyday usage easier.

Multiple accounts and users can share data with each other with ease, without giving away their
passwords.

You may want to restrict ZoneBuilder to the trusted zone to disable users from adding untrusted
computers to their zone of trust.

ZoneBuilder ¥

Apaly & configuration template fw

[¥]|Enable 2oneBuilder

Oy enable within trusted
zone;

Restrict trusts to certification MHone b
authority:

« | Description
ZoneBuilder lets users huild a zone of trusted users. Whenever 3 SafeStick is broughtto a
computerwhere a trusted used is logged in, itis automatically unlocked.

[fyou select a cedificate abaove, a cedificate issued by that one is required to trust a user,
otherwise SafeStick will generate sel-signed cedificates.

QU= using this configuration -

blockmaster local

I-,_—..’f Apply I [Reset I ICanceI I

How does ZoneBuilder work?

The coupling is made by using a certificate with a private key, and the user can choose which
accounts to trust by choosing “Trust this account” from the “Actions” menu.

If ZoneBuilder is activated when the users initialise their password the first time, that account will be
automatically trusted.

There are two ways to control the functionality of ZoneBuilder from SafeConsole.

e When ZoneBuilder is activated, SafeStick will generate self-signed certificates for each trusted
account.

e Itis possible to restrict which accounts can be trusted by choosing an issuer certificate from
the ZoneBuilder configuration dialogue. When an issuer certificate is selected, SafeStick users
will be able to trust only those accounts that already have a certificate signed by the chosen
issuer installed. This setting should be used in a domain with a CA and where certificates
have been enrolled to end users.

Page 22 of 32



SafeConsole 4.0 - Manual SafeConsole®

User-visible effects upon configuration change

SafeStick® will be automatically unlocked on trusted user accounts. End users can also remove
trusted accounts from their SafeStick drives from the “View trusted users” view in the “Actions”
menu.
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System Tools

Backup

In the event of a lost SafeStick, the administrator can easily recreate the drive by sending its backup
to the new SafeStick and the selected user.

The continuous incremental backup is a transparent procedure that does not affect the user’s
everyday routines or work.

The recreate procedure is handled remotely and involves no end-user actions other than plugging a
SafeStick drive into the user’s machine. SafeConsole administrators can also recreate current content
of a SafeStick for auditing purposes. This is referred to as full file shadowing.

Every restoration of a backup is logged and may be audited in the “Audit SafeStick” view.

Backup and restoration is only possible when the user has access to the backup directory. The folder
must be a sub-folder in your shared network.

Backup ¥

Apply & configuration template | w

[¥] Enable Backup

Oy enable within trusted
zone;

UMC path to the backup WWhilockrnaster-ser common®,SafeStickBackup
directory:

« | Description
Enable backup to always keep an encrypted copy of the data on a SafeStick. Ifthe user
[oses it vou will be able to restore all documents and files.

Backups will only be performed when the backup directory is available, but any changes
made while the directary is inaccessihle will be backed up ance it is available again.

QU= using this configuration -

blockmaster local

I-;.? fpply I [Reset I ICanceI I
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How to restore a backup from SafeConsole

To restore a backup from SafeConsole, go to “SafeStick overview” and search for the target SafeStick,
which is either the user’s new SafeStick or an administrator SafeStick for auditing purposes. Click
“Recover data”.

stus w | admin L Restore status Eﬁ Matk as lost . Disable (& Factory reset | Recover dats
wer Firmweare version  Status
imaster localllzers/Adminiztrator 400 inuse
master localllsers/Administrator 4.0.0 in uze
imaster localllzers/Adminiztrator 400 inuse
<master localllsers/Administrator 400 in uze

Select which SafeStick data to recreate on 070007950B580004

Search for backup |2

Serial Chynet Stetus Last uzed

07 000F930CE2008 blockmaster localLundidevelopmentHentik  in use den 20 november 2
070007 930C620081 blockmaster localllsersisdministrator inuse den 24 november 2
O70007Fe30CE2000C4 hlockmaster localllsersisdministatar inuse den 15 november 2
O70007F930C660084 Dranigl-LakalDaniel inuse den 19 november 2
070007 930CE50084 hlockmaster localllsersiSdministatar inuse den 18 november 2
Q70007 es0BS50004 hlockmaster localUsersiddministratar inuse den 15 november 2
070007 990ELLAFCIS007S blockmaster localllsersiddministrator inuse den 24 november 2
O70007Fe90EAARCISOOTE blockmaster localllsersiddministratar inuse den 15 november 2

| Recower data | | Ca

A window that allows you to search for the actual backup to recover will appear. When searching for
the backup, the user name is a likely term. Simply click “Recover data” in the window when you have
found the backup you need.

Please note that there will be a unique backup for every SafeStick and user, so there may be several
backups of one particular SafeStick.
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File blocker

Enable File blocker to protect your network from possible threats. When File blocker is enabled, files
of the specified types will be removed as soon as they are copied to SafeStick. This is much more
efficient than an anti-virus scan, since it is instant and does not require updated virus databases.

Files copied by Publisher are always allowed, so you may still publish an anti-virus application without
it being blocked. Files restored from a backup, however, are not automatically whitelisted, so there is
no risk of restoring untrusted files.

File blocker ¥

Apaly & configuration template fw

[¥] Enable File blocker

Oy enable within trusted
zone;

File types: exe, dl, com, bat, js, =2, msi, msp, ocx, req, sct, scr, sy

= | Description

File blocker automatically rermoves files of certain types.

Files copied by Publisher are automatically allowed.

Ol's using this configuration -

blockmaster local

Iq.ff Apply ] [Reset ] [Cancel ]
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File logger

You may choose to log all files copied to and removed from SafeStick for auditing purposes by
enabling File logger. The logs will appear in the “Audit SafeStick” view.

You may specify file extensions or MIME types. All entries that contain a forward slash (/') are
considered to be MIME types. When specifying MIME types, you may use wildcards to log all files of a
larger group, for example “audio/*”. Please note that SafeStick uses Windows to determine the MIME
types, and this is limited by the applications installed on the local computer.

If you leave the file types field empty, all files will be logged. This will generate a lot of log messages.

File logger ¥

Apply & configuration template [ w
[¥]|Enable File logger

Oy enable within trusted
Fin gl=H

File types: exe, doc, xls

| Description
File logger l0gs creation and deletion of files on SafeStick and sends the logs to
SafeConsole, where they can be audited.

You can lirmit the file types to log by entering MIME types orfile extensions above.

Wildcards, such as aualio® are allowed. [fyou leave the field blank, all file types will he
[ogned.

OL's uzing this configuration -

hlockmaster local

[;:’f Apply ] [Reset ] [Cancel ]
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Publisher

This feature will let administrators deploy portable applications and content on SafeStick drives.
Content and applications will be accessible to the end users through shortcuts in the SafeStick
interface once SafeStick is unlocked.

Publisher ¥
Apaly & configuration template fw
[¥]|Enable Publisher

Ohly enable within trusted
zone:

UMC path to the Publisher W hlockrnaster-ser cormmmon Publisher
folder:

= | Description

Publisher |ets yvou deliver content to SafeStick. The files must he available on a netwaark
share. Specify where to find the content {.e. Wsernvatshars\patitocontend.

SafeStick will synchronise every sub-folder found at the location.

Ol'=s uzing this configuration -

hlockmaster local

I & Bpply ] [Reset ] ICanceI ]

Configuration of Publisher

Files are deployed by publishing them on a network share. Each set of files must be placed in a
subfolder in the network share.

The configuration dialogue contains a single field that should be filled in with the UNC path to the
network share.

Shortcuts are automatically added to applications. It is possible to control shortcuts to other file types
by putting a safestick.ini file in a subfolder. The safestick.ini may also be used to control how the
applications should be launched with parameters.

The parameters may contain the tokens specified in User information, so you may launch applications
or scripts that know from which SafeStick they are launched.

The format of the safestick.ini is as follows:
[starter]

command=Ffi lename
parameters=parameters (optional)
name="'shortcut name"
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How does Publisher work outside of the local area network?

When a SafeStick is unlocked, it first checks the location specified in the configuration. If it cannot
access it, it asks SafeConsole for a list of all published files and compares it with the files already
present.

Any files that are not present, or which have been recently modified on the server, are then
downloaded from SafeConsole.

For SafeConsole to be able to access the files, the user specified when installing SafeConsole must
have read access to the network share.
User-visible effects upon configuration change

When SafeStick is unlocked, the published files will be copied to the storage drive and shortcuts will
be displayed to the end user.
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Standalone Features

SafeConsole data backup

The SafeConsole installation is completely standalone, so all files are located in the installation
directory.

Your server settings are stored in the file “SafeConsole.ini”. Please note that if you edit or replace it,
you need to run SafeConsole Configurator for the settings to take effect.

Your license, once installed, is located in the file “license.key” in the license directory.

The entire SafeConsole database is stored in the directory db. If you need to restore a backup, please
remove all files from this directory and copy “ConsoleDB.script” and “ConsoleDB.properties” from
the backup.
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LockOut
Finally, a straightforward approach to shutting the door on data breaches and keeping malware out.

LockOut makes sure that nothing but a SafeStick drive may be used as a USB mass storage device on
the computers it is installed on. This stops usage of insecure USB drives and ensures that viruses that
run on insecure USB devices cannot infect the computer or network.

USB-connected peripherals known to use the USB mass-storage device class
e External optical drives, such as CD and DVD readers
e USB flash drives
e MP3 players
e USB adapters for other flash memory media (SD, MicroSD...)
e Digital cameras
e Cardreaders
e Handheld computers

e iPhones and other mobile phones

Note that it will still be possible for users
e to charge portable devices via USB

e to synchronise portable device contacts with Outlook in most cases (when USB mass storage
is not utilized)

Install/Uninstall

The LockOut software is delivered as a standard MSI package and can be handled with a GPO or, if
you acquire local administrative privileges, on the affected machine.

It is advised that LockOut be installed first on a test portion of your machines, as it is software that
runs at the kernel level. There may be potential conflicts and issues that need to be solved if you have
other kernel additions running besides it.

It is not advised to run LockOut in conjunction with any other USB-enabled port control software.

LockOut cannot be configured further.
User-visible effects
If any other USB mass-storage class device is inserted into the user machine and the user tries to

access its storage, the user will be notified that this is not allowed: “You do not have permission to
access this disk”
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SafeConsole®

Feature Brands in Sales Materials and Products

Some feature names differ in marketing material and in the product. This is for translation reasons
and to point out uniqueness or to put one term on a group of software features.

Marketing Material Feature Brands

LockOut
Publisher

Authorized Autorun (Management)

ZoneBuilder

FileBlocker

EasyShare

Backup

Timer Lockdown
Certificate Carrier

Instant Web Login

Login Outlook Web Access

Features, general terms

Remote password reset

Status management

Auditing
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Software Product Feature and Function Names

Autostart application

File blocker

Backup and recover data in SafeStick Overview
Timer lock

Certificate carrier

Instant web login

Instant web login

Password recovery, Recover password and Forgot
password in software.

Lost drive management, status in SafeStick overview

File logger and Audit SafeStick usage, System log
messages, Download log (XML)



